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Speak-up Guidance for Reporters

Our Commitment

We are committed to maintaining an environment in which workers feel safe and supported in
speaking up to raise concerns. We have established channels and processes that you can use to
report possible breaches of European Union (EU) law confidentially and without fear of retaliation.
You should speak up if you have a genuine belief that potential or actual wrongdoing that violates EU
law is occurring or will occur in the workplace.

You may use these channels to raise concerns about breaches of EU laws involving:

e Criminal activity

e Financial malpractice or impropriety or fraud

e Breaches of EU or national legal or regulatory requirements in the following areas (see
Annex for examples of specific EU legislation):

o Financial services, products, and markets

Prevention of money laundering and terrorist financing

Protection of the environment

Danger to health and safety

Consumer protection

Protection of privacy and personal data, security of network and information

systems

e Securities or commodities fraud, insider dealing and wholesale or consumer market conduct
rule breaches

e Breaches affecting the EU’s financial interests

e Breaches relating to the internal market, including breaches of EU competition and State aid
rules, and breaches of national corporate tax rules

e Attempts to conceal or destroy evidence of any of the above
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Note: Issues related to interpersonal conflict, or your personal employment should be reported to
Human Resources through the grievance process.

You may report your concerns to Elavon via one of the following confidential channels:

Email: ethics@elavon.com

You can also submit your report by posting it, marked “addressee only” to:

@ Director - Global Ethics Programs c/o

Elavon Financial Services DAC
Block F1, Cherrywood Business Park
Dublin 18, D18 W2X7, Ireland

You may request an in-person meeting by contacting the Global Ethics Office
lz_] o@ Team within the Law Division by emailing ethics@elavon.com



mailto:ethics@elavon.com
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You can telephone by calling:

Ireland 1-800-200-259
UK 0808-234-3998
Germany 0-800-225-5288 (on prompt 844-637-6750)

Lithuania

Luxembourg

Norway 800-10932

Poland 00-800-151-0208

Spain 900-99-0011 (prompt: 844-637-6750)

Sweden

This service is available 24 hours a day, seven days a week. It is administered
by a third-party provider.

Anonymous reports will be acted upon to the extent permitted by law.

This process complements our internal policies which also include other internal and external
escalation and reporting routines which may also be appropriate under the circumstances (notably
in financial services and money laundering, terrorist financing).

Before deciding to report, you may wish to provide information and seek guidance from the Bank’s
Chief Compliance Officer, the Head of Anti-Money Laundering and Financial Crimes, the Data
Protection Officer, or the Regional Chief Information Security Officer, depending on the nature of
your concern. Such advice will be kept confidential to the fullest extent possible.

You may also choose to report externally if you are not comfortable raising your concern internally

We encourage you first to use our whistleblowing process. However, if you don't feel able to do so,
you may choose to report externally to one of the following entities by email, telephone or in
writing. Please go to the entity’s website (or to comparable entities websites in other EU countries)
for the most up to date information.

Central Bank of Ireland

Email: confidential@centralbank.ie
Phone: 1890 130014: Calls answered Monday to Friday 9.30am - 5.00pm
Mail: Protected Disclosures Desk

PO Box 11517
Spencer Dock
Dublin 1

D01 W920


https://sharepoint.usbank.com/teams/GEO/Contacts/_layouts/15/start.aspx#/SitePages/Home.aspx
https://sharepoint.usbank.com/teams/GEO/Contacts/_layouts/15/start.aspx#/SitePages/Home.aspx
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Depending on the nature of your concern, it may be appropriate to report to a regulator other than
the Central Bank of Ireland, you should refer to the list applicable regulators provided by the Irish
government which can be found here. Information for individuals in the UK can be found here.

We will follow-up on reports received through internal channels as follows:

e We will acknowledge receipt within 7 days of your report, appoint an impartial person to
investigate and then provide feedback not exceeding 3 months from acknowledgment of
receipt.

¢ We will not reveal the reporting person’s identity, except to those authorized to receive or
follow up on reports.

e  We will ensure compliance with EU data protection legislation

e We will keep records of every oral or written report received.

Any information provided internally shall be dealt with compliantly with all laws and regulations
governing the protection of personal data.

Commitment to Non-retaliation

We do not tolerate retaliation against any person reporting in good faith based on a reasonable
belief that a breach has occurred or is very likely to occur. Any person who believes they have
experienced retaliation should immediately report this to the Global Ethics Office or Human
Resources. Such reports will be investigated without delay.



https://www.gov.ie/en/collection/41798-protected-disclosures-whistleblowing-list-of-prescribed-persons/#business-finance-or-fraud
https://www.gov.uk/government/publications/blowing-the-whistle-list-of-prescribed-people-and-bodies--2/whistleblowing-list-of-prescribed-people-and-bodies
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ANNEX: EU Legislation

The channels set forth in this document can be used to report possible breaches of the following EU
legislation as well as related national legislation.

Financial Services, Products and Markets and Prevention of Money Laundering and Terrorist
Financing

Rules establishing a regulatory and supervisory framework and consumer and investor protection in
the Union's financial services and capital markets, banking, credit, investment, insurance and re-
insurance, occupational or personal pensions products, securities, investment funds, payment
services and the activities listed in Annex | to Directive 2013/36/EU of the European Parliament and
of the Council of 26 June 2013 on access to the activity of credit institutions and the prudential
supervision of credit institutions and investment firms, amending Directive 2002/87/EC and
repealing Directives 2006/48/EC and 2006/49/EC (OJ L 176, 27.6.2013, p. 338), as set out in:

e Directive 2009/110/EC of the European Parliament and of the Council of 16 September 2009
on the taking up, pursuit and prudential supervision of the business of electronic money
institutions amending Directives 2005/60/EC and 2006/48/EC and repealing Directive
2000/46/EC (0J L 267, 10.10.2009, p. 7)

e Directive 2011/61/EU of the European Parliament and of the Council of 8 June 2011 on
Alternative Investment Fund Managers and amending Directives 2003/41/EC and
2009/65/EC and Regulations (EC) No 1060/2009 and (EU) No 1095/2010 (OJ L 174, 1.7.2011,

p.1)

e Regulation (EU) No 236/2012 of the European Parliament and of the Council of 14 March
2012 on short selling and certain aspects of credit default swaps (OJ L 86, 24.3.2012, p. 1)

e Regulation (EU) No 345/2013 of the European Parliament and of the Council of 17 April 2013
on European venture capital funds (OJ L 115, 25.4.2013, p. 1); 26.11.2019 EN Official Journal
of the European Union L 305/47

e Regulation (EU) No 346/2013 of the European Parliament and of the Council of 17 April 2013
on European social entrepreneurship fund (OJ L 115, 25.4.2013, p. 18)

e Directive 2014/17/EU of the European Parliament and of the Council of 4 February 2014 on
credit agreements for consumers relating to residential immovable property and amending
Directives 2008/48/EC and 2013/36/EU and Regulation (EU) No 1093/2010 (OJ L 60,
28.2.2014, p. 34)

e Regulation (EU) No 537/2014 of the European Parliament and of the Council of 16 April 2014
on specific requirements regarding statutory audit of public-interest entities and repealing
Commission Decision 2005/909/EC (OJ L 158, 27.5.2014, p. 77)

e Regulation (EU) No 600/2014 of the European Parliament and of the Council of 15 May 2014
on markets in financial instruments and amending Regulation (EU) No 648/2012 (OJ L 173,
12.6.2014, p. 84)

e Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November
2015 on payment services in the internal market, amending Directives 2002/65/EC,
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2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010, and repealing Directive
2007/64/EC (0OJ L 337, 23.12.2015, p. 35)

e Directive 2004/25/EC of the European Parliament and of the Council of 21 April 2004 on
takeover bids (OJ L 142, 30.4.2004, p. 12)

e Directive 2007/36/EC of the European Parliament and of the Council of 11 July 2007 on the
exercise of certain rights of shareholders in listed companies (OJ L 184, 14.7.2007, p. 17)

e Directive 2004/109/EC of the European Parliament and of the Council of 15 December 2004
on the harmonisation of transparency requirements in relation to information about issuers
whose securities are admitted to trading on a regulated market and amending Directive
2001/34/EC (0J L 390, 31.12.2004, p. 38)

e Regulation (EU) No 648/2012 of the European Parliament and of the Council of 4 July 2012
on OTC derivatives, central counterparties, and trade repositories (0J L 201, 27.7.2012, p. 1)

e Regulation (EU) 2016/1011 of the European Parliament and of the Council of 8 June 2016 on
indices used as benchmarks in financial instruments and financial contracts or to measure
the performance of investment funds and amending Directives 2008/48/EC and 2014/17/EU
and Regulation (EU) No 596/2014 (0J L 171, 29.6.2016, p. 1)

e Directive 2009/138/EC of the European Parliament and of the Council of 25 November 2009
on the taking-up and pursuit of the business of Insurance and Reinsurance (Solvency Il) (OJ L
335,17.12.2009, p. 1)

e Directive 2014/59/EU of the European Parliament and of the Council of 15 May 2014
establishing a framework for the recovery and resolution of credit institutions and
investment firms and amending Council Directive 82/891/EEC, and Directives 2001/24/EC,
2002/47/EC, 2004/25/EC, 2005/56/EC, 2007/36/EC, 2011/35/EU, 2012/30/EU and
2013/36/EU, and Regulations (EU) No 1093/2010 and (EU) No 648/2012, of the European
Parliament and of the Council (OJ L 173, 12.6.2014, p. 190)

e Directive 2002/87/EC of the European Parliament and of the Council of 16 December 2002
on the supplementary supervision of credit institutions, insurance undertakings and
investment firms in a financial conglomerate and amending Council Directives 73/239/EEC,
79/267/EEC, 92/49/EEC, 92/96/EEC, 93/6/EEC and 93/22/EEC, and Directives 98/78/EC and
2000/12/EC of the European Parliament and of the Council (OJ L 35, 11.2.2003, p. 1)

e Directive 2014/49/EU of the European Parliament and of the Council of 16 April 2014 on
deposit guarantee schemes (0J L 173, 12.6.2014, p. 149)

e Directive 97/9/EC of the European Parliament and of the Council of 3 March 1997 on
investor-compensation schemes (OJ L 84, 26.3.1997, p. 22)

e Regulation (EU) No 575/2013 of the European Parliament and of the Council of 26 June 2013
on prudential requirements for credit institutions and investment firms and amending
Regulation (EU) No 648/2012 (OJ L 176, 27.6.2013, p. 1)
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e Directive 2009/65/EC of the European Parliament and of the Council of 13 July 2009 on the
coordination of laws, regulations and administrative provisions relating to undertakings for
collective investment in transferable securities (UCITS) (OJ L 302, 17.11.2009, p. 32)

e Directive (EU) 2016/2341 of the European Parliament and of the Council of 14 December
2016 on the activities and supervision of institutions for occupational retirement provision
(IORPs) (OJ L 354, 23.12.2016, p. 37)

e Directive 2006/43/EC of the European Parliament and of the Council of 17 May 2006 on
statutory audits of annual accounts and consolidated accounts, amending Council Directives
78/660/EEC and 83/349/EEC and repealing Council Directive 84/253/EEC (OJ L 157, 9.6.2006,
p. 87)

e Regulation (EU) No 596/2014 of the European Parliament and of the Council of 16 April 2014
on market abuse (market abuse regulation) and repealing Directive 2003/6/EC of the
European Parliament and of the Council and Commission Directives 2003/124/EC,
2003/125/EC and 2004/72/EC (OJ L 173, 12.6.2014, p. 1)

e Directive 2013/36/EU of the European Parliament and of the Council of 26 June 2013 on
access to the activity of credit institutions and the prudential supervision of credit
institutions and investment firms, amending Directive 2002/87/EC and repealing Directives
2006/48/EC and 2006/49/EC (OJ L 176, 27.6.2013, p. 338); 26.11.2019 EN Official Journal of
the European Union L 305/55

e Directive 2014/65/EU of the European Parliament and of the Council of 15 May 2014 on
markets in financial instruments and amending Directive 2002/92/EC and Directive
2011/61/EU (0OJ L 173, 12.6.2014, p. 349)

e Regulation (EU) No 909/2014 of the European Parliament and of the Council of 23 July 2014
on improving securities settlement in the European Union and on central securities
depositories and amending Directives 98/26/EC and 2014/65/EU and Regulation (EU) No
236/2012 (OJ L 257, 28.8.2014, p. 1)

e Regulation (EU) No 1286/2014 of the European Parliament and of the Council of 26
November 2014 on key information documents for packaged retail and insurance-based
investment products (PRIIPs) (OJ L 352,9.12.2014, p. 1)

e Regulation (EU) 2015/2365 of the European Parliament and of the Council of 25 November
2015 on transparency of securities financing transactions and of reuse and amending
Regulation (EU) No 648/2012 (0OJ L 337, 23.12.2015, p. 1)

e Directive (EU) 2016/97 of the European Parliament and of the Council of 20 January 2016 on
insurance distribution (OJ L 26, 2.2.2016, p. 19)

e Regulation (EU) 2017/1129 of the European Parliament and of the Council of 14 June 2017
on the prospectus to be published when securities are offered to the public or admitted to
trading on a regulated market, and repealing Directive 2003/71/EC (OJ L 168, 30.6.2017, p.
12)

e Directive (EU) 2015/849 of the European Parliament and of the Council of 20 May 2015 on
the prevention of the use of the financial system for the purposes of money laundering or
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terrorist financing, amending Regulation (EU) No 648/2012 of the European Parliament and
of the Council, and repealing Directive 2005/60/EC of the European Parliament and of the
Council and Commission Directive 2006/70/EC (OJ L 141, 5.6.2015, p. 73)

e Regulation (EU) 2015/847 of the European Parliament and of the Council of 20 May 2015 on
information accompanying transfers of funds and repealing Regulation (EC) No 1781/2006
(OJL141,5.6.2015, p. 1)

Consumer rights and consumer protection:

e Directive 98/6/EC of the European Parliament and of the Council of 16 February 1998 on
consumer protection in the indication of the prices of products offered to consumers (OJ L
80, 18.3.1998, p. 27)

e Directive (EU) 2019/770 of the European Parliament and of the Council of 20 May 2019 on
certain aspects concerning contracts for the supply of digital content and digital services (OJ
L 136, 22.5.2019, p. 1)

e Directive (EU) 2019/771 of the European Parliament and of the Council of 20 May 2019 on
certain aspects concerning contracts for the sale of goods, amending Regulation (EU)
2017/2394 and Directive 2009/22/EC, and repealing Directive 1999/44/EC (OJ L 136,
22.5.2019, p. 28)

e Directive 1999/44/EC of the European Parliament and of the Council of 25 May 1999 on
certain aspects of the sale of consumer goods and associated guarantees (OJ L 171,
7.7.1999, p. 12)

e Directive 2002/65/EC of the European Parliament and of the Council of 23 September 2002
concerning the distance marketing of consumer financial services and amending Council
Directive 90/619/EEC and Directives 97/7/EC and 98/27/EC (OJ L 271, 9.10.2002, p. 16)

e Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005
concerning unfair business-to-consumer commercial practices in the internal market and
amending Council Directive 84/450/EEC, Directives 97/7/EC, 98/27/EC and 2002/65/EC of
the European Parliament and of the Council and Regulation (EC) No 2006/2004 of the
European Parliament and of the Council (‘Unfair Commercial Practices Directive’) (OJ L 149,
11.6.2005, p. 22)

e Directive 2008/48/EC of the European Parliament and of the Council of 23 April 2008 on
credit agreements for consumers and repealing Council Directive 87/102/EEC (OJ L 133,
22.5.2008, p. 66)

e Directive 2011/83/EU of the European Parliament and of the Council of 25 October 2011 on
consumer rights, amending Council Directive 93/13/EEC and Directive 1999/44/EC of the
European Parliament and of the Council and repealing Council Directive 85/577/EEC and
Directive 97/7/EC of the European Parliament and of the Council (OJ L 304, 22.11.2011, p.
64)
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e Directive 2014/92/EU of the European Parliament and of the Council of 23 July 2014 on the
comparability of fees related to payment accounts, payment account switching and access
to payment accounts with basic features (OJ L 257, 28.8.2014, p. 214)

Protection of Privacy and Personal Data, and Security of Network and Information Systems:

e Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002
concerning the processing of personal data and the protection of privacy in the electronic
communications sector (Directive on privacy and electronic communications) (OJ L 201,
31.7.2002, p. 37)

e Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the
free movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation) (OJ L 119, 4.5.2016, p. 1)

e Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016
concerning measures for a high common level of security of network and information
systems across the Union (OJ L 194, 19.7.2016, p. 1)
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